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Information Security

“Information Is an asset that, like
other important business assets, Is
essential to an organization’s business

and consequently needs to be suitably
protected. ”

BS ISO/IEC 17799:2005
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Information Security

Integrity

Information
Assets

Confidentiality Avallability

-
f 1‘}'?

.._-'__;
I['l[LTl‘I'.T[H."H"lﬂI

© 2007 JBW Group International Inc.




Business Environment
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Points to Consider
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US Legal & Regulatory Environment
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Global Legal & Regulatory Environment
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Recent US Security Breaches
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Common Security Approach

-
f 1.}'?

.._-'__;
I['l[L'l'l'IZT.[H.'""lﬂI

© 2007 JBW Group International Inc.




Common Roadblocks
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Common Roadblocks

—
f 1']‘?

u:...-f'x.
In[L‘r]‘lﬂ.[lﬂrlﬂI

© 2007 JBW Group International Inc.




Emerging Standard
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L See Thomas Smedinghoff, “The New Law of Information Security: What Companies Need to do
I[‘llL‘l'I'l:Il 10 l"l;'ll Now”, The Computer and Internet Lawyer Journal, November 2005.
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Corporate Governance

Corporate Governance and Information
Security Management are Inseparable in the
Modern Organization

The diffusion of technology and the commaodification of information
transforms the role of information into a resource equal in importance
to the traditionally important resources of land, labor and capital

-Peter Drucker, “Management Challenges for the 215 Century”, Harpers Business, 1993

The road to information security goes through corporate
governance...The best way to strengthen US information security is
to treat it as a corporate governance issue that requires the attention

of Board and CEQ’s

-National Cyber Security Summit Task Force, Corporate Governance Report, “Information Security
- Governance: A Call to Action”, 2004
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Why ISO/IEC 27001:2005?




ISO 27001 History

Industry working BS 7799 BS 7799- BS ISO/IEC
group re'eases Part 2 2:2002 27006:2007
Code of Practice released published published

BS 7799
Part 1 BS ISO/IEC BS ISO/IEC

17799:2000 27001:2005 4000+
released Published registered

BS 7799 withdrawn ISMSsin 72
- counties

' J’* worldwide

released
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ISO/IEC 27001:2005

Code of Practice For Information Security
Information Security Management
Management Requirements Specification
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ISO 27000 Series
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Standards Complement Regulations

SOX 404

ISO 9001
$ ISO 20000
739\
)
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ISO 27001:2005
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PDCA Applied to ISMS

Implement
and
operate the
ISMS
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Establish
the ISMS

Maintain
and
improve the
ISMS

Monitor
and review
the ISMS
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ISMS Implementation Framework

ISMS Framework

Improve

Processes

Implement

Standards Work
Instructions

& Guidelines Procedures

Monitor and Review
for Conformance
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Risk Management

Risk Assessment
Process

Level of
Risk
Risk Treatment
Strategy
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10-Step Implementation Strategy

Determine customer needs and business requirements Scope
ldentify core and support processes

Identify and value assets (within the context of their use)

Assess and analyze assets (Vulnerabilities — Threats — Probabilities —
Impacts — Risks — Degree of Assurance)

Validate acceptable risk

Select control objectives and controls Perform gap analysis

Define method of implementation for each control

Produce Statement of Applicability (SoA) and summary of controls

Implement and remediate controls _ n
- Identify non-conformities,

Perform internal audits and reviews === Potential non-conformities and

Bl opportunities for improvement
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ISMS Implementation Timetable
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ISMS Implementation Costs
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Cerlification

-
/ 1.}"

.._-'__;
I['l[L'l'l'IZT.[H.'""lﬂI

© 2007 JBW Group International Inc.




Cerlification
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Cerlification

Accrediting Authority
ANAB, UKAS (EA 7/03)

| / EN45011
REGISTERS THIRD IRCA

Certification Bodies
PARTY AUDITORS

EN45013

REGISTERS TRAINING
Independent PROVIDERS
Auditors

Training

REGISTERS FIRST PARTY L
(INTERNAL AUDITORS) Organizations

Registered
Organizations

Perspective
Registered
Organizations
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Cerlification
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